The Internet of Things (IoT) is the latest Internet evolution that incorporates a diverse range of things such as sensors, actuators, and services deployed by different organizations and individuals to support a variety of applications. The information captured by IoT present an unprecedented opportunity to solve large-scale problems in those application domains to deliver services; example applications include precision agriculture, environment monitoring, smart health, smart manufacturing, and smart cities. Like all other Internet based services in the past, IoT-based services are also being developed and deployed without security consideration. By nature, IoT devices and services are vulnerable to malicious cyber threats as they cannot be given the same protection that is received by enterprise services within an enterprise perimeter. While IoT services will play an important role in our daily life resulting in improved productivity and quality of life, the trend has also "encouraged" cyber-exploitation and evolution and diversification of malicious cyber threats. Hence, there is a need for coordinated efforts from the research community to address resulting concerns, such as those presented in this special section. Several potential research topics are also identified in this special section.
Recent advances in sensing technologies, online social networking, the Internet of Things (IoT), and mobile and cloud technologies are blurring the boundaries between the physical, social, and cyber worlds, fueling the astonishing growth of internet users (from 1.158 billion in 2007 to 3 billion in 2014) and internet-connected devices (to 15 billion in 2014), and resulting in an explosion of data produced from a myriad of internet-connected devices and social networks.
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In particular, as discussed by Bertino [2016] , IoT systems are high security risks for several reasons. They do not have well-defined perimeters, are highly dynamic, and continuously change because of mobility. In addition, IoT systems are highly heterogeneous with respect to the communication medium and protocols, platforms, and devices. IoT systems may also include "objects" not designed to be connected to the Internet. Finally, IoT systems, or parts of them, may be physically unprotected and/or controlled by different parties. Attacks, against which there are established defense techniques in the context of conventional information systems and mobile environments, are thus much more difficult to protect against in the IoT. Also human interaction is not scalable in IoT devices and this makes it difficult for security analysts or end-users to carry out security activities, such as approving the granting of permissions to devices, and setting up access control policies and configurations. Addressing such security challenges requires revisiting or substantially extending current security solutions.
ARTICLES IN THIS SPECIAL ISSUE
This special section is dedicated to reporting cutting-edge research with a particular emphasis on novel and innovative techniques to ensure the security and privacy of IoT-based services and users. We received 22 submissions for this special issue, of which 5 were accepted for publication (i.e., ∼23% acceptance rate). Each article went through a rigorous peer review process, in addition to multiple follow-up rounds with the authors. We will now summarize the articles below, before identifying research issues and challenges.
We categorize five papers in this special issue into two broad categories in terms of the solutions presented: cryptographic solutions, and vulnerability, and intrusion identification. Within cryptographic solutions, three articles were selected to address two key research issues: access control mechanism [Duan et al. 2016] and key establishment protocol [Zhang et al. 2016; Saxena et al. 2016] . Similarly, within vulnerability and intrusion identification, one article is selected in each area of vulnerability assessment [Siboni et al. 2016] and another article in the area of intrusion detection [Saeed et al. 2016] .
Cryptographic Solutions
In our increasingly data-centric society, the capability to authenticate users and devices, and provide a secure means of online collaboration is crucial in promoting productivity. Access control schemes and authenticated key exchange schemes are two such solutions [Shebaro et al. 2015; Yang et al. 2015b] .
Access Control Mechanism. In this special issue, Duan et al. [2016] present a datacentric access control framework designed to provide secure access control for smartgrid services in a publish/subscribe model. In their approach, a fully homomorphic encryption scheme and bloom-filter-encoded control policies and access credentials are used as the underpinning techniques to preserve the indirect, anonymous, and multicast features required in publish/subscribe communications.
Key establishment schemes or protocols, such as key agreement and key exchange, have been widely studied in the literature. In particular recent work has focused on developing and benchmarking lightweight key management protocols [Seo et al. 2016] and on designing scalable, distributed authentication infrastructures [Milagro Project 2016] . However, there are still worthwhile contributions to be made, perhaps because the design of provably secure schemes or protocols is still challenging [Boyd 2003; Choo 2009] . This is the gap that Zhang et al. [2016] and Saxena et al. [2016] seek to address in this special issue.
Key Establishment Schemes or Protocols. In this special issue, two articles are presented to address this issue: Zhang et al. [2016] propose a password-authenticated group key exchange protocol and prove its security in the standard model. However, unlike most previous protocols, the proposed protocol does not require the short passwords to be pre-shared among users. Saxena et al. [2016] explain the limitations in the evolved packet system-based authentication and key agreement protocol of the long-term evolution (LTE) network, and design a lightweight authentication and key agreement protocol to support secure and efficient communications between IoT devices and their users.
Vulnerability and Intrusion Identification
In addition to designing secure cryptographic schemes to ensure the confidentiality, integrity and availability of services and data in an IoT deployment, it is important to acknowledge that we will not achieve perfect security. Therefore, we need to be able to constantly evaluate and identify any vulnerabilities and design flaws in the software and system deployed in the IoT (and other networked) infrastructure, such as those reported by Do et al. [2016] and Li et al. [2016] .
Vulnerability Assessment. It can be an expensive exercise for IoT software and system developers to subject their products to extensive testing prior to market. This is an observation shared by Siboni et al. [2016] in this special issue. Therefore, the authors present a security testbed framework that allows wearable device designers and manufacturers to evaluate the security of the devices in a simulated environment.
Intrusion Detection. Similar to cryptographic research, intrusion detection and prevention is an area that has been actively researched upon but remains one of ongoing interest and relevance [Kamra and Bertino 2011; Prokhorenko et al. 2016] . In this special issue, Saeed et al. [2016] reiterate the importance of having the capability to detect intrusion in the IoT infrastructure in real-time. The authors then present an intrusion detection and prevention scheme based on random neural networks, and demonstrate the utility of their scheme is validated in an experimental IoT environment.
RESEARCH CHALLENGES
Even though the articles in this special issue propose timely and interesting solutions to security for IoT, they certainly do not cover all the aspects of IoT security. Much more work needs to be done along several directions, including: device discovery, identification, and authentication; secure device locations; analysis and protection of firmware; and IoT software management, including patch management. We briefly describe a few key IoT security challenges below.
Middleware Security. The IoT middleware is one of the key components in the realization of IoT services, which led to the development of a number of IoT middleware solutions such as OpenIoT, Hydra, GSN, and Ptolemy Accessor Host. Ngu et al. [2016] studied and classified these different types of IoT middleware solutions into three different categories, namely: Service-based, Cloud-based, and Actor-based. They observed that none of these IoT middleware solutions is designed with security as a built-in feature. The troubling part is that these middleware solutions have been used and deployed in many real-life applications. The secure service delivery in IoT relies on the security features offered by the middleware. Hence, building trustworthy IoT middleware still remains an open research and development challenge.
Device Authentication. In IoT services, a lightweight device interacts with either other lightweight devices or a powerful cloud-based server. IoT devices often operate in low radio frequency and hence have limited capacity to transmit large messages. Furthermore, many IoT devices are lightweight, i.e., they have limited battery power. Due to these reasons, many traditional authentication protocols cannot be used on IoT devices. A number of existing solutions based on AE, ECC, and NTRU have been proposed in the literature. ECC-based solutions are highly popular and widely used due to their tested and verified security features. However, they are not the most efficient solutions in the literature. The key research challenge is to develop a mutual authentication protocol that provides high efficiency without compromising security and privacy. Another critical research challenge is the concurrent execution of multiple authentication requests among devices with different computing power, as often devices need to manage authenticated communications at the same time. Notable examples include communications in vehicular communications networks and communications between drones and sensors on the ground [Won et al. 2015] . Yang et al. [2015a] suggested a paradigm shift in designing security solutions for IoT systems. Specifically, the authors suggested that "rather than focusing on designing lightweight and individual cryptographic primitives, security solution designers should consider taking a whole-of-system approach to achieve system/collective lightweight-ness, outsource expensive computations from resource-constrained field devices to neighboring devices and equipment with more computational capacity, and selectively protect critical data (partial/selective protection of data of interest).
Vulnerability and Patch
Management. An IoT system can include a large number of small mobile devices, deployed in an open environment. It is critical to patch IoT devices in time for various purposes, such as improving their security features to close vulnerabilities and adding new functionalities. However, unlike ordinary computing systems, the constrained embedded IoT devices are always not patchable, due to the limited computation and communication capability. For a large IoT network, which is usually not a fast network, the download of patches by all IoT devices at the same time may cause the traffic congestion problem. IoT devices might not always be connected to a patch distribution server in the external network. In this case, IoT devices are even harder to patch, since patches cannot be distributed in a usual way by downloading from the patch sever with a reliable network connection. Furthermore, a patch distribution protocol might be exploited to launch denial-of-service (DoS) attacks or attacks that drain the battery of IoT devices. The open question is how to perform the secure and reliable patch of IoT devices with limited device and communication capacities.
Data Stream Security. In many IoT services, the sensing devices capture the data from the deployed environment and send to the cloud-based server for analysis. In realtime services, the data is transmitted as data streams. Data Stream Manager (DSM) at the server collects the data streams to perform real-time analysis and decisionmaking. Securing such data streams is an open research challenge. The challenges include maintaining confidentiality and integrity of the data stream, verifying the authenticity of the data in real-time, etc. [Puthal et al. 2016b] . Selective encryption in conjunction with the well-researched information flow control techniques is one of the promising approaches that can be further investigated to address the problem.
Identity and Access Management. IoT services are offered through coordination of a large number of IoT devices that communicate with each other and are required to perform mutual authentication. Thus, they need to manage more identities than any existing Identity and Access Management (IAM) systems. Cloud Security Alliance [CSA 2015] provides several recommendations and guidelines to manage the identities in IoT system. The other complex issue in IoT is the relationships between identity and ownerships. The ownership might change over the duration of the IoT service lifecycle from the manufacturer to different users and administrations. The challenge is how to protect the device identity from abuse so that it can be used to support device authentication. The blockchain technology, which supports decentralized trust, could be potentially exploited to support identity management in IoT system rather than a centralized certificate authority.
Device Discovery. IoT systems can have a large number of devices at one time, and most often than not these devices are difficult to discover in an open environment. Device discovery is needed for a number of practical reasons such as device recovery, device-to-device communication, and device software maintenance. It is also important that only authenticated "things" could locate and discover the devices so that they do not become easy targets of malicious users. The challenge is compounded when the discovery operation has to be performed in a difficult terrain for lightweight devices. Techniques such as Secure Device Discovery and Recovery (SDDR) proposed for mobile devices and applications [Lentz et al. 2014 ] could be potentially deployed for IoT systems.
Perimeter Defense. The enterprise system is protected by traditional perimeter defense mechanisms. However, this protection may not be effective for IoT systems. Heterogeneous devices (i.e., different devices from different vendors) can be connected to the network at any time and offering potential entry points. A new approach is needed, where only data from authenticated and authorized devices whose software and location have been pre validated and deemed acceptable are transferred to cloud data centers. Three promising approaches that have been surfaced in recent times, namely: zero trust, deperimeterization and software-defined perimeter (SDP) [Puthal et al. 2016a] . Further research and development is needed to evaluate and refine these approaches.
Access Control. The access control mechanisms limit the privileges of device components and applications so that they can only access the resources required to perform their tasks. One of the key advantages of such access control mechanisms is that even if a device is compromised, the intruder may not have the privilege to access sensitive information. Developing access control mechanisms for lightweight IoT devices is a challenging research problem.
CONCLUDING REMARKS
IoT systems introduce a large number of vulnerabilities as each single device represents a potential risk and is a potential attack vector. The hardware, firmware as well as applications running on these devices could potentially provide backdoors for unauthorized access. Transparent and usable management of security in IoT systems demand development of novel techniques using multi-disciplinary approaches. Just like the Internet services, IoT services will evolve along with the emergence of new vulnerabilities and threats. There is no silver bullet that can effectively solve all security issues and challenges in IoT systems. Further research and development is needed to mitigate the threats and close the vulnerabilities. We expect IoT security will remain as an active area of research in the foreseeable future.
